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ABSTRACT

There exist a wide variety of network design problems that require a
traffic matrix as input in order to carry out performance evaluation.

The research community has not had at its disposal any informa-

tion about how to construct realistic traffic matrices. We introduce
here the two basic problems that need to be addressed to constru
such matrices. The first is that of synthetically generating traffic

volume levels that obey spatial and temporal patterns as observed®

in realistic traffic matrices. The second is that of assigning a set
of numbers (representing traffic levels) to particular node pairs in a
given topology. This paper provides an in-depth discussion of the

many issues that arise when addressing these problems. Our ap

proach to the first problem is to extract statistical characteristics for
such traffic from real data collected inside two large IP backbones.
We dispel the myth that uniform distributions can be used to ran-
domly generate numbers for populating a traffic matrix. Instead,
we show that the lognormal distribution is better for this purpose
as it describes well the mean rates of origin-destination flows. We

provide estimates for the mean and variance properties of the traf-

fic matrix flows from our datasets. We explain the second problem
and discuss the notion of a traffic matrix being well-matched to a
topology. We provide two initial solutions to this problem, one us-
ing an ILP formulation that incorporates simple and well formed

constraints. Our second solution is a heuristic one that incorporates

more challenging constraints coming from carrier practices used to
design and evolve topologies.

Categories and Subject Descriptors:

C.2.5 [Computer Communications]: Local and Wide Area Net-
works - Internet C.4 [Performance of Systems]: Modeling Tech-
nigues H.1 [Information Systems]: Models and Principles.

General Terms:
Measurement. Design. Performance.

Keywords:
Traffic Characterization. Internet Traffic Matrices. Topology. Hy-
pothesis Testing. Distribution Fitting.

1. INTRODUCTION

A traffic matrix is a network-wide description of the total traffic
volume carried within a domain. Each element of such a matrix de-

scribes the volume of traffic that originates at one node and is des-

tined for another, and corresponds to an origin-destination (OD)
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scheduling performance at the downstream node. Because the dis-
tribution of link loads and behavior of router queues are the com-
mon metrics in performance studies, the traffic matrix provides a
critical input to research efforts related to performance assessment.
There are a multitude of network design tasks whose perfor-

Jnance evaluation requires a traffic matrix (TM) as input. Exam-

ples include the evaluation of: routing protocols, load balancing
chemes, IGP link weight setting algorithms, reliability and failure
analysis, multipath routing, capacity planning, bottleneck avoid-
ance mechanisms, fairness schemes, the mapping of IP logical links
to physical fibers, and so on. The performance assessment of any
of these schemes is typically done either via simulation or compu-
tation, both of which need some mechanism to describe the antici-
pated network-wide load.

Why do we need a traffic matrix for all of these tasks? Con-
sider the task of evaluating the performance of a particular routing
scheme across an entire network. With a traffic matrix as input,
one then applies the routing method under test, and the resulting
loads on all links in the networks are determined. Common perfor-
mance metrics for routing algorithms include average or maximum
link load as well as the full distribution of link loads. One typi-
cally wants to assure that the maximally loaded link is below some
threshold, or that the distribution of link loads is not excessively
skewed. The same evaluation approach would be used for assess-
ing a load balancing scheme, multipath routing, or link weight se-
lection algorithms [9, 12] (for IGP protocols such as OSPF or |IS-
IS). This need is illustrated by two studies on link weight selection
[23, 24] that already used traffic matrices for evaluating their algo-
rithms. In one study [24] the authors had a proprietary traffic matrix
available, while the other study [23] the authors focused on finding
link weights that work well for a wide variety of traffic matrices.

Understanding network performance under failure conditions is
another key example of when traffic matrix inputs are needed. De-
signing a network to handle failures can involve, for example, de-
veloping algorithms to compute backup paths, or designing the
topology to include redundant equipment, or designing a routing
protocol to find alternate paths quickly. In each of these cases, one
needs to know where the traffic carried by the failed link will end
up, and the resulting link loads after failure. One cannot do any
of this without a network-wide description of the traffic demands.
The same kind of performance assessment is done to evaluate the
mapping of IP logical links to physical fibers [22]. When fiber cuts
occur, traffic is moved around and the mapping determines the en-
suing load on the remaining fibers. Having a traffic matrix would

pair. The traffic matrix represents the demands and does not sayenable fairness studies to evaluate fairness at the OD pair level and

anything about how the traffic is routed. Once a routing algorithm
or load balancing scheme is applied to route the traffic matrix over
a given topology, then the resulting link loads network-wide can be
easily determined. The link traffic in turn impacts the queueing or

network-wide. Finally, the capacity planning task for an evolving
network is one that adds capacity into the network based upon cur-
rent traffic loads (the TM) and predicted future loads.



Most research studies conducted on these topics make use of synthis is a spatial distribution as it describes mean vaha@essOD
thetically generated traffic matrices to evaluate the resulting perfor- flows. A more realistic TM to generate isdgnamic traffic matrix
mance of the scheme being designed. Because almost no data ha& dynamic TM is essentially a three-dimensional object in which
been published on actual traffic matrices, researchers have had teach matrix element (OD pair) is actually a time series. This thus
resort to arbitrary assumptions, some of which can be quite unreal-requires using a temporal model for the dynamic evolution of an
istic. For example, the most common assumption is that the origin- OD pair in time. A dynamic TM can evolve either in the station-
destination flows are uniformly distributed. Clearly researchers ary regime (if the evolution lasts less than 1 or 1.5 hours) or in the
haven't had any choice before because neither actual traffic ma-cyclo-stationary regime (if a multi-day TM is desired). Different
trices, nor any of their statistical properties, have been available to models are needed for these two regimes.
them. The majority of research on how to estimate traffic matrices  The second basic step, or problem area, is that of assembling the
has come from carriers [2, 3, 5, 8, 10]. Because carriers view their traffic rates into a matrix such that the resulting TM is both feasi-
traffic matrices as proprietary, such data is typically not published, ble and well-matched to a given topology. After generating either a
and thus not available to the research community at large. The onestatic or dynamic TM in the first step, all one has is a collection of
source of traffic matrix data that is indirectly available comes from random numbers. If a static TM is generated one has a set of num-
the Abilene network [4]. The Abilene community has collected bers that represent the mean rates for the OD flows. If a dynamic
flow-level statistics from its routers. They don’t provide the traf- TM was generated, one has a set of streams, i.e. a time series for
fic matrix itself, however it is computable from the Juniper flow each OD flow. For simplicity of exposition, we summarize this sec-
sampling data. To the best of our knowledge the statistical proper- ond problem for the static TM case. Each traffic volume (or mean
ties needed for synthetic traffic matrix generation have not yet beenrate) now needs to be assigned to a particular node pair. As we
extracted from Abilene’s traffic matrix. will discuss, this cannot be done at random or the constructed traf-

A few characteristics of OD flows are known. In [10, 14] it was fic matrix could be either infeasible to support or ill-matched to the
shown that OD flows from a Tier-1 backbone exhibit strong diur- underlying topology.
nal patterns, thus indicating that highly aggregated OD flows are  There exists a rich problem space in that of matching a TM to
cyclo-stationary. These large 24-hour swings, illustrating some of a topology so that they are well matched. Being "well matched”
the sources of variability in traffic matrices, imply that considering means at a minimum, that we must ensure no link capacities are
static traffic matrices for a performance evaluation task is likely to exceeded once the traffic matrix is routed on a particular topol-
be insufficient. It was shown in [5] that gravity models are coarse ogy. This can be viewed as a hard constraint as it defines feasi-
but decent enough estimates of a traffic matrix so as to provide goodbility. However, there are other soft characterisitics of being well
initial conditions for optimization procedures that estimate traffic matched that come from how ISPs design and evolve their topolo-
matrices from partial information. This implies that gravity mod- gies to match changing traffic loads. Examples of soft requirements
els are also good candidates to consider for synthetic traffic matrix for this problem include: link loads not being excessively skewed,
generation (although we do not consider them in this work). limiting the maximum link load, and not assigning large flows to

Our goals in this paper are multiple. First, we discuss, and hope nodes that are intended to be used primarily as backup during fail-
to raise awareness of, the many issues involved in generating syn-ure episodes. The relationship between a traffic matrix and a topol-
thetic traffic matrices. This task turns out to contain many sub- ogy is complex because in existing and evolving networks, the TM
problems depending upon the complexity and granularity of the influences the topology and vice versa. We further discuss this re-
desired traffic matrix, and how well the traffic matrix needs to be lationship in Section 6. In the case when a feasible construction of
matched to the underlying topology that carries the traffic. Second, the TM cannot be found for a given set of flows, we discuss how
we provide some initial solutions for generating synthetic traffic to scale down the TM while preserving the previously generated
matrices. Our solutions are based on two datasets, one collectedstatistical characteristics.
from Sprint’s European backbone and one collected from the Abi-  In this work, we provide solutions for generating a static TM,
lene network. Third, we will illustrate that there really is no justifi- a stationary dynamic TM, and for the placement problem. Our ap-
cation for using uniform distributions to generate TMs. Fourth, we proach uses distribution fitting via hypothesis testing for generating
hope that our paper will encourage researchers to conduct studiesstatic TMs, and calibration of temporal models for dynamic TMs.
in this area that we consider important for the general performance We provide two solutions for the placement problem, an ILP-based
evaluation community. There exist few datasets of complete TMs, solution and an heuristic algorithm that incorporates some of the
and they are typically proprietary. Thus if the end vision of this softer constraints mentioned above. We leave the case of dynamic
research area is to provide the community with a group of mod- TM evolution through the non-stationary regime for future work.
els for synthetic TM generation, it will require separate teams each  In Section 2 we describe the general problem and its many facets.
working with their respective datasets. Section 3 summarizes the data used and our overall approach. In

There are two basic steps in synthetic TM generation, each of Section 4 we study the problem of fitting the empirical spatial dis-
which can involve a set of problems. The first step is to generate tributions of mean OD pair rates to known probability distributions.
traffic load levels for OD pairs. There are many possible outcomes Handling traffic fluctuations is covered in Section 5. In Section 6
from this step depending upon the type of traffic matrix desired. we describe the placement problem and present two solutions along
The simplest traffic matrix to generate istatic traffic matrix A with a simple validation. Section 7 concludes the paper.
static TM represents one instance of a traffic matrix pertaining to a

particular time interval. We need to randomly generate asetoftraf- 2.  PROBLEM DESCRIPTION

fic volumes (one for each OD pair) such that the set obeys a chosen ' . . . .
probability distribution. This is where the uniform distribution has Leltn)g(;t(aint;r?;, 3;;3::2: ngﬂég&%ﬂ%ﬁi;ﬁﬁ?g; S;zuig)arg;ﬁ_m'ty'
been applied before. This traffic volume typically represents an av- nation j at timet, wherel < i.; < N in a network with N

erage volume level as it is defined over a time interval (5 mins, 1 nodes. and is a time index. The underlying unit of the temporal

hr, 1 day, etc.). We use our data sets to explore which distributions . - i .
could be used to described hourly measured averages. Note tha ndex can be anything; we often use a time unit of one hour. ‘For
y ges. given OD pair(s, j), the descriptionX (¢, 7,t) Vt gives a time



series capturing the temporal evolution of the OD pair. It is known

that traffic matrices exhibit strong diurnal patterns and are typically
cyclo-stationary with a 24 hour cycle [10]. To capture the evolu-  giep 1. static | dynamic || dynamic
tion of an OD flow over a multi-day period, this work proposed the Generate (stationary)  {cyclo-stationary
following dynamic cyclo-stationary model traffic levels

for OD flows

X(i,5,t) = (i, 5,t) + W(i,],1) @

wherez (i, j, t) is a deterministic process that captures the diurnal network
cyclo-stationary behavior, and wheV¥ (i, j, ¢t) captures random Inputs to topology

fluctuations. The deterministic term can be modeled, for example,  step 2:
using either a Fourier expansion or from approximation signals of { routing |
a wavelet transform. In [10] they also showed that typically a small jinformation
number of basis functions are needed (e.g., around 5). The randormr |> """""""""
term is modeled as a zero mean random process whose varianct
needs to be determined. Step 2: Placement Problem
This dynamic cyclo-stationary description is the most general
case of a traffic matrix. We have found that the Sprint TM is sta-
tionary within one hour periods. This agrees with the general un-
derstanding in the community that backbone IP traffic is typically
stationary with a period of 1 to 1.5 hours. This general model can
be easily simplified to describe tladgnamic stationary model
X (i,5,t) = 2(i, §, T) + W (4, 5,t) @) link weight selection problem. To gene_rate a stationary d_ynamic
TM, we use the mean rates generated in step la for the first term
To be clear about the time indices, tdtave 10 minutes as its time  of the model in Eg. (2). We now need to generate values for the
unit, while7T" has a time unit of 1 hour. Throughout a given h@yr varianceo (4, j) of the random fluctuations term& (¢, j, ¢) for all
the mean of the OD flow is given by the constant ter(w 7,7') . i,7. We assumdZ (W) = 0. Call this steplb. To generate a cyclo-
During that hour, values for the (i,j)-th flow are generated every 10 stationary TM, a full model for:(:, 4, ¢) as in Eqg. (1) needs to be
minutes, i.e. X (¢, 7,t) for (T' — 1) < t < T'. The variations from specified (stefic). If a Fourier expansion is used this would imply
one 10 minute time epoch until the next are determined by the term specifying all the basis functions. Whichever model is used, it can
W (i, 4,t) (which recall has zero mean). incorporate those parameters already determined in steps la and
In the case of a static traffic matrix, defined for a particular time 1b. In order to carry out step 1a, we need to understand something
intervalT', a TM should be populated with a single fixed value per about thespatialproperties among flows, while for steps 1b and 1c,
OD pair. This thus provides a single instance of a TM. Our base an understanding of themporalproperties of flows is needed.
model can by further simplified to capture tegtic traffic matrix The second step in the overall methodology (as depicted in Fig-
modelby setting ure 1) is that of assigning the OD values (or streams) to particular
. . node pairs in a topology. We refer to this as gyathetic traffic
X(0,5,T) = 2(i,5,T) (3) placement problemThe output of step 1 is the input to step 2. As
Note we continue to use the bar notatiar) because our intentin ~ mentioned earlier, step 1 merely outputs a list of numbers that are
this case is to generate static TMs at an hourly time unit. Clearly disassociated from origin and destination nodes. If a static TM was
this single value will represent an average over the 1 hour time in- generated in step 1, then the placement problem can use the fixed
terval. We use 10 minutes as our smallest time granularity becausemean rates as input. If a dynamic non-stationary TM was produced
our data was available at that time unit; i.e., we have TM measure- in the first step, then either the mean or the maximum of each OD
ments every 10 minutes. We use 1 hour as our time unit for the flow time series can be used as input. The task is to assign these
static TMs and the dynamic stationary case, because we found ourflows to the a topology such that the TM is "well-matched” to the
data to be stationary for that period oftime. topology. The placement problem can take different forms depend-
There are two basic steps or problems in synthetic TM genera- ing upon the amount of information available to the researcher. We
tion are depicted in Figurel. The main problems for step 1 have assume that the researcher always has, at a minimum, a topology
to do with specifying the parameters of the three models above in that is given and specifies the connectivity and link capacities. If a
Eq.s (1-3). In our approach, we generate the more detailed TMs set of link weights (i.e., to determine the routing) can be obtained
by building upon the model for the simpler TMs. In other words, for this topology, one can do a better job of matching the TM to
our stationary dynamic TM generation incorporates parameters as-the topology. The routing information in Figure 1 is depicted in a
signed to the static TMs and then generates additional parameterglashed box to indicate that this input may or may not be available.
as needed. (Similarly, the cyclo-stationary TM builds on up that For some networks, these are available from the Rocketfuel project
stationary TM.) The output of step 1 could be a TM at any one of at the University of Washington [19].
these three granularity levels, depending upon what the researcher The OD flows should not simply be “placed” on a topology, i.e.,
ne€aspecify the model parameters we need to do the following. assigned to node pairs, in a purely arbitrary fashion. Ata minimum,
For the basic static TM in a network witly nodes, we need to the OD flows once routed, cannot lead to a situation in which the
generate eitheN? or N (N —1) fixed values representing the mean  link capacities are exceeded. We can state this capacity constraint
rates for the OD flows. Put alternatively, we need to generate the more formally as follows. For a given assignment of rates to OD-
values forz(i, j, T') Vi,V for a given period’, as in Eq. (3). Call pairs, letX’ represent the traffic matrix in column vector format.
this stepla. Note that onlyN (N — 1) values are generated in the  For a specified routing, letl denotes the routing matrix, where
case that no self traffic is included (i.&(¢, ¢, T')). This scenario elementar. € A represents the fraction of traffic for OD flow
may be more relevant, for example, if the task at hand is to solve the k that is routed over linke. Then, the vector of link load¥” is

Figure 1: Problem Description
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determined by a simple linear transform of the OD flows, namely
Y = AX. If C represents the capacity vector with € C equal

to the capacity of linke, we require that the traffic placement leads
to an X’ that yields link loads that satisfy < C.

In real ISPs, the topology and traffic matrix are related in that the
topology is often designed to meet the needs of the TM. So as the
TM evolves, the topology may be updated. For example, when a
designer identifies a portion of the topology that is a bottleneck dur-
ing failure, another node might be added in the portion. This node
should probably not be assigned as the source or destination of a
large OD flow since its primary purpose it not to connect customers
but instead to provide resiliency. To the extent possible, solutions
to the placement problem should try to incorporate such carrier de-
sign principles. In general, we believe the placement problem to be
the most challenging issue of TM generation.

This problem differs from the traditional traffic matrix estimation
problem because in that problem the input is a topology, a routing,
link capacities and link loads. The goal is to infer the mean rates
of the OD flows. The assignment of flow rates to node pairs is pre-
determined by the link loads that are known to come from specific
links. In our case, the inputs are the mean rates, a topology, a rout-
ing, and link capacities. We do not have link loads as input, and the
mean rates are given. Our goal is to assign these rates to particula
node pairs such that the resulting TM is both feasible and reason-
ably matched to the topology. We do not consider the case when
the topology itself can be altered to accommodate a potential TM.
We do however consider both the cases of when the routing is and
isn’t available.

=
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Figure 2: Example of cyclo-stationary and stationary behaviors

The lower plot is a zoomed in image, showing just the 12-1pm
slot, concatenated over multiple days. This lower plots depicts a
stationary process. (Similar plots can be shown for Abilene data.)
We selected the 12-1pm data for the majority of our mean fitting
tasks because this represents the peak hour traffic. This captures the
worst case traffic matrix which is an appropriate one to consider for
many traffic engineering tasks. Indeed capacity planning and reli-
ability analysis, are currently carried out by many of today’s ISPs
using worst case loading scenarios. We fit the distribution of these
sample mean values to a probability distribution using hypothesis
3. METHODOLOGY testing and goodness-of-fit metrics. We wish to point out that al-
. though we present here the results for the peak hour time interval,

3.1 Measurement Data Studied we have carried out the same fitting procedures for other hours of

The measurements used in this study come from two different the day. Our findings on the types of distributions that are good fits
backbone networks. Sprint-Europe (called Sprint hereafter) is the and bad fits are consistent over all hours of the day.
European backbone of a US Tier-1 ISP. It has 12 Points of Presence In order to populate a dynamic TM in the stationary regime, we
(PoPs) and carries commercial traffic for large customers (compa- need to understand the standard deviation behavior of each flow.
nies, local ISPs, etc). Abilene is the Internet2 backbone network We propose that to generate such a TM, one mean value for each
and is made up of 11 large routers spanning the continental US. OD pair should be generated as above. This mean should be used
The traffic on Abilene is non-commercial, arising mainly from ma- throughout the hour in question. At each 10 minute interval, a fluc-
jor universities in the US. We converted flow measurements into tuation or noise term should be added to the mean valig, T').
a PoP-to-PoP matrix for Sprint's backbone, and into a router-to- This noise term can be generated using a Gaussian random vari-
router matrix for Abilene’s backbone. In both cases, we aggregated able with zero mean and a standard deviation that needs to be de-
the measurements to 10 minute intervals. For the Sprint data, wetermined [10]. We find this standard deviation by examining the
have three weeks of data, for the Abilene network we have 1 week relationship between the mean and variance of each flow. It has
at our disposal. been postulated in the past that the mean and standard deviation

have a power law relationship in whial(i, j, T') = vo (i, j,T)”
3.2 ApproaCh [1]. According to our data, this rule h(z}ds rea)sonably(. We ase our
datasets to calibrate the parametéfs~). Thus once the mean
z(i,7,T) is determined as above, we can determirezcording to
this power law relationship, and then use it to generate noise terms
at each instance during the stationary regime.
Although we have described here the most general problem of

Our approach to these problems can be summarized as follows.

In order to generat&? (or N(N — 1)) values forz(i, j, T) for a
givenT', we use our empirical data to see which probability distri-
bution best describes the ensemble of val{ieg, j,7)}. This is

a spatial distribution defined across flows. Once such a distribution

along with its parameters is identified, it can be used to generate generating cyclo-stationary TMs, we leave as future work the iden-
random numbers to populate the static TM. We processed our em-tification of specific model fittings. From [10], it is clear that one
pirical data for this purpose as follows. approach would be to use a Fourrier expansion with 5 basis func-
We know that our data is stationary within one hour intervals. tions to describer(s, j,¢), and then the task is to determine the
It was also shown in [11] that a TM in a particular one hour slot coefficients of the basis functions.
(e.g., 12-1pm) is quite similar to the TM in that same time slot on ~ Our approach to the synthetic traffic placement problem is to de-
the next day. We show here, more specifically, that the time seriesvise simple solutions that are guided by standard metrics or well
of 12-1pm measurements from many days, concatenated togetherknown properties of ISP topologies. For example, large PoPs (with
yeilds a stationary time series. In Figure 2, the top plot illustrates either many links or a lot of capacity) are likely to be the source
the cyclostationary behavior of a sample OD flow. We have high- and/or destination of the largest OD flows. Hence, one of our tech-
lighted with vertical bars the 12-1pm time slot within each day. niques guides the mapping by preferentially assigning large traffic



rates to OD-pairs with large fan-out/fan-in capacity. An alternate into several “bins”. The chi-squared statistic is then defined as:
way to approach the problem is by observing that this relation is B

motivated by the need to reduce congestion. Towards this e_nd, we 22 = Z(Ob _ Wb)2/Wb 4)
also propose an Integer Linear Program to produce a mapping that et

minimizes the maximum congestion in the network. Our ILP solu- B

tion is guaranteed to find a solution that satisfies the link capacity Where B represents the number of birs; the observed number
constraints if such a solution exists. of samples in birb and W, the expected number of samples in

bin b of the distribution under test. A weakness of the chi-squared

statistic is that there are no clear guidelines for selecting the number
and location of the bins. A common approach to remove some

arbitrariness of the bin selection is to use equi-probable bins.

4, CHARACTERIZING MEAN RATES OF The Kolmogorov-Smirnov tesK-S) is defined as:
ORIGIN-DESTINATION FLOWS D = sup||[Fn(z)| — F(x)] ©)

Our goal in this section is to determine which probability dis- . )
tributions, and their parameters, are suitable to be used as randonherém denotes the total number of sample poirtéz) the fitted
number generators to populate a static traffic matrix (i.e., the prob- cumulative distribution function)/., the number of sample points
lem in stepla of Section 2). We use the Sprint and Abilene mea- €SS thanz and F, (z) = M. /m. The K-S statistic does not re-
sured traffic matrices, each of which represents a set of average ODAUire any binning. Itis focused on the center of the distribution and
flow values{z(i,j)}, Vi Vj. For each flow, we extracted each therefore its weakness is that it does not detect tail discrepancies
10 minute sample from the peak hour (12-1pm) of each day in the Very well. o ) . o
trace (3 weeks for Sprint and 1 week for Abilene). All these sam- ~ Each test statistic described above provides an indicator of the
ples of each flow are averaged to compute one rate value for eachauality of the fitting of the specified distribution, and is thus called
flow; the ensemble of the mean rates for all OD flows are used to & goodness-of-fit indicatofThis indicator reports a measure of the
create the dataset whose distribution we which to capture. We thusdeviation of the fitted distribution from the input data: hence the

seek a spatial distribution as this is a description across flows. ~ Smaller its value, thebetter the achieved fitting. To answer the
question “how small a value is needed for a good fit?” we use the

critical values. If the test statistic is less than the critical value, then
4.1 Approach to Distribution Fitting we accept the hypothesis. The critical value is defined for a specific

Our approach to distribution fitting and evaluating the goodness 5|gr:c|_1:|jcance' I?"eb“l Tzhg S:?n'f'cance Ite%elshhav?ha (.ju?“ty W'.th
of fit for any specified distribution is based on hypothesis testing. In contidence intervais [20]. | we accept the NypoInesis for a given
hypothesis testing, we formulate a null hypothesissuch as "the critical value associated with, it means thgt we b(_alleve the_re is
distribution is lognormal with unknown parameters”. An alternate gnly ana pgtrc.er'\t chtanlfe th?.t vvle are rglaklng a mfl;(;akte.u3|ng this
hypothesisd,, is also given, such as "the distribution is not lognor- dec!s!on C_lt'her]'c?’ F|>U a; lerna |veyt, we ate- O;forlk; fn |nh_01;1r
mal”. We carry out distribution fitting and use maximum likelihood . e0|3|.orc11.. te |nfathme rlcbwct-:#tse ? asses; ?t'lt@ ‘T ue w ch
estimation methods to estimate the parameters of the distributiong5 ?n '3 'Caﬂ?;:,o T; pro af ity ot a golo ! if Ijaevag?/cettﬂ e
being tested. The next step is to determine whether to accept or®¢ "€d as r(TS > c) for some valuec. If ¢ > CV/, then
reject the null hypothesis. p <o Put alternatlvely_, thg-valuells the smallest value of for

According to the Neyman-Pearson paradigm [20] a decision as which the null hypothesis will be rejected.
to whether or not to rejedt, in favor of H, is made onthe basisof 4 2  |nitial Observations on Our Data

atest statistiqtypically a single number) computed on the empiri- . . L . .
cal data and the fitted model. The set of values of the test statistic. We begin by looking at the empirical data for Sprint and Abilene

for which Hy is accepted and rejected are called, respectively, the |fn Flgure 2'\/\7he tw?hg;ag)hti orf1 ttrr:e Ief(tjsltwowtthi emplrllcal density
acceptance regioand therejection region We reject the hypothe- unctions. Yve see that both of these datasets have a large propor-

sis if the test statistic (TS) is larger than a number callectthieal tion of their flows that are small. However tr(]e Sprint data set has
value (CV). Hence the rejection region is defined B > CV, a much larger fraction of its flows (nearly 55%) under the 1 MBps

and the valueC'V' separates the rejection region from the accep- _threshold_. I_Elfapt,ttr:le;e are ﬁltenltyt(éf f|9v¥§ |nttr:1e KBp_s_ ra?ge; this
tance region. One of the mistakes we can make when deciding IS more visible in the top right piot depicting the empirical cumu-

whether or not to acceil, is the following: we rejectil, when lative density functions for both networks. The range between the
it is true. Leta denote the probability that we make this kind of smallest and !argest O.D pairs in. Sprint’s data spans roughly 7 or-
mistake;« is called thesignificance levedf the test. The rejection ders of magnitude; while the Abilene data spans approximately 4

. ", ; ' : ... orders of magnitude. Finally in the lower right-hand plot, we ex-
region (and hence critical value) is defined for a given probability ) . . :
o under the null hypothesis. amine what fraction of the OD pairs constitute 95% of the total

We used two test statistics, ti@hi-SquaredC-S), and the network-wide traffic. The OD pairs are ordered from smallest to

: . largest along the x-axis. The OD pairs to the right of the solid ver-
Kolmogorov-Smirno(K-S) tests as goodness-of-fit measures to . . . 0 o ) 2
provide an indicator of the quality of the fitting. These statistics tical line constitute 95% of Sprint’s traffic. This includes roughly

TR . _ 1/3 of the OD flows. Similarly in the Abilene network, the flows
measure how well the distribution fits the input data and how con 0 the right of the dashed vertical line contribute to the top 95%

fident we can be that the data could have been produced by the f traffic load: in Abilene’ thi ds t hiv 1/2 of

fitted distribution. It is well known that there is no hard rule to de- Oh rg[l)c oa "_rl‘_h |ezets catse IS cortreshpon tsh N rloug_ y | r? ¢
cide which test gives the best result. Each test has its strengths ané € DL pairs. These datasets appear 1o have the classic elephants
and mice characteristic. We will see how these characteristics in-

weaknesses, and is focused on a different part of the distribution. L T
The Chi-Squared te4€-S) is the oldest and best known goodness- fluence the task of finding a probability distribution that could have
generated such a set of mean flow rates.

of-fit test. To calculate the chi-squared statistic, we must first break
up the range of the empirical data (in this case the mean OD rate)
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Similarly, a random variabl& has a loglogistic distribution is

0 o the random variablen X has a logistic distribution. For ease of ex-
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By "consistently” passing the test, we mean that these three dis-
tributions repeatedly passed the hypothesis test, even when we moved
the threshold separating small from medium/large flows around, or
when we normalized the data different ways, or when we varied the
binning when computing the CS test statistic.

All of our distribution fitting was carried out for a significance
. .. . level o = 0.05. For this significance the critical value for the C-S
4.3 Flttmg the Emplrlcal Means for Sp”nt tests in Table 1 was 14.03. The C-S test statistics for the Lognor-

Using the fitting procedure described above, we tried to fit the mal, Loglogistic and Inverse Gaussian distributions were all below
Sprint data to about a dozen well known distributions. The first this critical value. Thus we have no reason to reject a hypothe-
interesting result we found is that none of these distributions exam- sis that suggests any one of these three distributions is a fit for the
ined provided a “reasonable” fitting. They all failed the hypothesis data, and hence all three of these are acceptable. Although there
test, and the p-values were below 0.02, indicating a very poor fit. are no hard and fast rules as to what value of 'p-value’ constitutes a
Some distributions provided a good fit for the tail of the empiri- "good” fit, often anything larger than 0.1 is considered acceptable
cal density function, but produced a poor fit in the middle of the [20]. While all three of these distributions have p-values above 0.1,
distribution; other distributions yielded the reverse. the values in the table indicate that the loglogistic is the least good

We believe one reason this occurs is due to the numerical differ- fit with respect to the Chi-Squared test. All three of these distribu-
ence between the smallest and largest OD pairs that spans so mantions also perform well with respect to the K-S test, yielding very
orders of magnitude. As we already saw in Figure 3, for the Sprint low values of the K-S test statistic and high corresponding p-values.
data there is a huge mass of very small flows, and seven orders ofDifferent test statistics examine different parts of the distribution,
magnitude difference between the largest and smallest. Note thattherefore it is not surprising that the CS test and the KS test yield
we could not find any decently fitting distribution, even though we different results for the ranking of these distributions (e.g., the CS
tried some logarithmic distributions such as lognormal and loglo- test says the lognormal distribution is best, while the KS test sug-
gistic. We thus decided to separate the OD flows into two groups, gests the loglogicstic fit is best). However, the important point is
one for the smaller flows, and one for the rest (including medium that all of these distributions do well with respect to both tests.
and large flows), and to carry out distribution fitting separately for ~ We also include the performance of the uniform distribution since
these two empirical data groups. To separate the flows into two this has been used in many research studies. It is clear that the uni-
groups, we need to select a cutoff threshold. This threshold shouldform fails the hypothesis test, and performs extremely poorly. Our
partition the flows such that the two subsets each contain a rea-calculations generated p-values on the ordet®f9 or smaller,
sonable number of sampled points and such that the two resultingand thus we simply represent such values in the table as zero. At
empirical datasets can be efficiently fitted by well-known distrib- this point, we do not wish to promote any one of the three suc-
utions. We tested many thresholds such that the larger group hadcessful distributions over the other, nor any particular value of their
flows spanning two, or three or four orders of magnitude. For all of parameters. Instead we wish to illustrate that these types of dis-
these, the data in the resulting two groups can be fitted to a knowntributions are a far better choice than the uniform distribution for
distribution. This indicates that although we do need a separation generating sample mean values of OD flows.
threshold, the specific value of the threshold can be flexible. For In Figure 4 we provide another perspective on the quality of the
the remainder of the results in this paper, we use a threshold of 1fittings. In this plot, we can see visually the quality of the fit of any
Mbps. This was selected because the resulting group of mediumof these three distributions. The curves are difficult to distinguish
and large OD flows constitute 95% of all the traffic load. In this because they are very close to one another, and are all close to
way we capture most of the traffic via a single distribution. the data points. The grey line with steps in it corresponds to the

A summary of our findings, for the medium and large OD flows original data. We also include the 95% confidence bounds for the
in the Sprint-Europe network, is given in Table 1. We found three lognormal distribution. We can see that all of the empirical data
distributions that consistently passed the hypothesis test. Thesepoints lie within these bounds.
were thelognormal loglogistic andinverse gaussianA random We now look at the fitting of the small OD flows (see Table 2).
variableX has a lognormal distribution if the random variableX For these cases the critical value for the C-S statistic was 11.07.

Figure 3: Empirical density functions (left) for Sprint (on the
top) and Abilene (on the bottom). Empirical CDF for two
datasets (top right). Traffic sent by OD pairs sorted by mean
rate (bottom right)



Distributions Fitted Parameters C-S K-S
Test Value[ p-value | Test Value] p-value
LogNormal p=15.45,0 = 0.885 4.7 0.702 0.097 0.591
LogLogistic p=15.43,0 = 0.509 6.9 0.22 0.079 0.819
InvGaussian = 7.73x108,\ = 6.91x10° 6.2 0.511 0.089 0.688
Uniform a = 1.06x10%,b = 4.43x10” 142 0 0.57 0

Table 1: Sprint data. Results of fitting the Medium-Large OD pair data. Critical value for C-S tests is 14.07.

Distributions Fitted Parameters C-S K-S
Test Value| p-value | Test Value[ p-value
LogNormal pn=11.250 = 2.02 10.1 0.071 0.124 0.336
Gamma a = 0.56,b = 4.18x10° 2.7 0.73 0.069 0.95
Weibull a = 1.87x10%,b = 0.69 9.1 0.1 0.073 0.92
Uniform a = 168,b = 8.8x10° 72 0 0.42 0

Table 2: Sprint data. Results of fitting the Small OD pair data. Critical value for C-S tests is 11.07.

before, a significance level of 0.05 was used for all these tests. We
] see in Table 3, that the lognormal distribution is best with respect to
the CS statistic, while the loglogistic distribution is best for the KS
statistic. (The critical values are given in the table captions.) We
1 observed the same behavior for the Sprint data. However, the log-
normal distribution is the only one that does well for both statistics,
as the loglogistic is borderline for the CS test.
: Unlike for the Sprint data, we find here that the inverse gaussian
no longer performs very well. To explore this we carried out the
Logommal same approach of separating out the smaller flows. Using a cutoff
03l _ : threshold of 1 Mbps, we include enough flows so as to constitute
wal 4 | coneneebands Cogtome) 90% of the total network-wide load. Table 4 shows that by doing
LogLogistic this we obtain a better fit for the three distributions. We remind
oapf [T Inverse Gaussian 8 the reader that although we primarily report the statistics for four
. ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ distributions, each time we tested them, we consider all twelve.
* Mean.OD fiow rates. 35 4 - The details of the other fittings are not included because they all
consistently produced very poor fittings.
. . . . We point out that Tables 3 and 4 together indicate that the log-
Figure 4: Empirical and fitted CDFs for Medium/Large OD normal distribution is more robust in the sense that it can fit the
Flows in Sprint data. empirical data in a wider variety of scenarios (with or without the
cutoff threshold). We also wish to point out that the results reported
in these four tables were consistent (in terms of general ranking and
The lognormal distribution is borderline in that technically is passes passing the hypothesis tests) for a variety of binning scenarios.
the hypothesis test (CS test statistic of 10.1 is less than the critical A visual perspective on the fittings is given in Figure 5. In this
value), however the corresponding p-value is quite small, plus the figure we put the x-axis values on a log scale. We can see the
performance in terms of the KS test is borderline. The loglogis- good fit of the lognormal and loglogistic distributions. We can also
tic and inverse gaussian distributions were also borderline but were see how the inverse gaussian has difficulty in the middle of the
just on the inside of the rejection region (thus results excluded due distribution.
to space constraints). The two best fits we obtained were with the
Gamma and Weibull distributions. The Weibull distribution does 4.5  On Using Uniform Distributions
well for the KS test but is also borderline for the CS test. Only It is clear visually from Figure 3, that the mean OD flow val-
the gamma distribution does well with respect to both test statis- ues, for both Sprint and Abilene, (‘:ould not have been generated
tics. Again we includg th_e _results for a uniform fit to illustrate the .0 =\ |niform distribution. We have also seen in Tables 1-4 that
complete failure of this fitting. These small OD flows are harder . the uniform distribution consistently fails the hypothesis test, and

to model| becalIJse som? are so srknahll that they essentially rfonhsu'performs extremely poorly for the KS test. The hypothesis that a
tute noise. We leave as future work the investigation as to why the uniform distribution fits the data will reject for a significance level

0.4 largeODs data 4

Cumulative probability

Gamma distribution yields the best fit. less than 0.01. This indicates that by rejecting the uniform dis-
- .. . tribution, the likelihood that we are making a mistake is less than
4.4  Fitting the Empirical Means for Abilene 1%. We can also illustrate visually how poorly a uniform distri-

We applied the same methodology to fit the means of the Abi- bution fits these empirical datasets. Figure 6 shows this for the
lene TM to numerous distributions. Since the mean OD flow rates Sprint-Europe data while Figure 7 shows this for the Abilene data.
in the Abilene data only span 4 orders of magnitude, rather than This is not surprising, as it is clear from Figure 3 (as we mentioned
7 as in the Sprint data, we tested our hypotheses about the differ-earlier) that elephants and mice exist in this traffic, implying that
ent distributions on the entire set of OD flows from Abilene. As some kind of heavy-tail distribution is more likely to be a better de-



Distributions Fitted Parameters C-S K-S
Test Value[ p-value | Test Value| p-value
LogNormal pn=16.6,0 =1.04 9.2 0.75 0.0546 0.8534
LogLogistic u=16.6,0 = 0.56 14.6 0.33 0.0356 | 0.9975
InvGaussian = 2.56x107,\ = 1.44x107 15.73 0.26 0.12 0.05
Uniform a = 6.1x10°,b = 1.5x108 590 0 0.583 0

Table 3: Abilene Data. Results for fitting the mean rate ofall OD flows. OD flows span 4 orders of magnitude. Critical value for C-S
tests is 22.36.

Distributions Fitted Parameters C-S K-S
Test Value[ p-value | Test Value| p-value
LogNormal pn=16.6,0 =1.04 5.3 0.62 0.0546 0.8534
LogLogistic p=16.7,0 = 0.48 5.5 0.59 0.046 0.966
InvGaussian = 2.7x107 A = 2.6x107 2.3 0.80 0.03 0.99
Uniform a = 3.5x10%,b = 1.5x10°% 325 0 0.583 0

Table 4: Abilene Data. Results for fitting the mean rate of Medium/Large OD flows. OD flows span 3 orders of magnitude. Critical
value for C-S tests is 14.07.

discuss this issue of scaling in Section VI. Finally, we point out that
for many applications, it may be sufficient to use just the model for
the medium and large flows, and ignore the small flows, when gen-
erating the TM. ISPs don't care much about the very small flows;
instead they focus on the large flows when doing capacity planning,
load balancing, failure planning, etc. Hence this may be enough for
the researcher depending upon the application being studied.
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5. GENERATING FLUCTUATIONS FOR
ORIGIN-DESTINATION FLOWS

Recall that our model for the dynamic behavior of an OD flow is
given by X (¢, j,t) = z(i,4,T) + W(i, 4, t) for stationary period
T, as in Eq. (2). Having specifietl(i, j, T') for all : andj in the
previous section (stepa), we now need to characteriz€ (i, j, t)
to complete the specification of the above model (dtggor a dy-
namic TM in the stationary regime. Our model says &, 7, ¢)
is a zero mean random process intended to capture the fluctuations
of the flow.

With our static TM we have one value that represented the aver-
age behavior for the peak hoili: We now want to generate values
for the TM at finer time scales say every 10 minutes. We adopt
o . . the mean value from the static TM, but at each 10 minute interval
scription of the spatial distribution. We would thus like to suggest .44 5 different amount of fluctuation or noise. This can be done
that researchers who wish their data to mimic realistic medium to by randomly generating zero-mean Gaussian noise with the appro-
large ISPs, should not use uniform distributions to generate sampleriate variance parameter. Thus the task at hand is to estimate this
traffic matrices. variancec (i, j) for each OD pair. (We sometimes writg(i, )

. L . rather thans (4, j, T') for simplicity since we are focused on a par-
4.6 Summary on Spatlal Distributions ticular time i&tervagf here (the peak hour).

In order to populate a static TM, we thus suggest that one use a To do this we propose coupling our OD flow model with the
lognormal distribution. Due to space limitations we have only pre- model for the mean-variance relationship proposed in [1]. As men-
sented the results here for peak hour traffic. However, we remind tioned earlier, this model describes the relationship between the
the reader that all of these test were conducted on other 1-hour timemean and standard deviation as one given by the poweg(ay) =
periods for both the Sprint and Abilene data. Our findings remain o (i, j)”. We use our two datasets to calibrdig ). Figure 8
the same, the lognormal distribution consistently produces a good shows the relationship between the mean and standard deviation
fit, while other distributions (such as uniform) consistently produce for our OD pair data sorted by their mean (from the smallest to the
poor fits. largest one). The top graph captures this data for the Sprint network

The values of the location and scale parameters can be foundwhile the bottom one represents Abilene’s data. The points on the
in the ranges indicated in Tables 1-4. However, in general, these plot approximate a straight line reasonably, as the assumption on
parameters will need to be scaled so that the resulting flows andthe existence of a power law would entail. This assumption has
subsequent link load levels are reasonably matched to the topologybeen adopted before [1]. The best linear fitting for the Sprint data
(e.g., (i) we cannot exceed link capacities, or (ii) it may not be in- corresponds t¢y = 0.8,logvy = —0.33). For the Abilene data
teresting to consider TMs that result in extremely low loads). We the best linear fit for the log-log plot {3 = 0.93,log ) = —0.31).
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Figure 5: Empirical and fitted CDFs for all OD Flows in Abi-
lene data. X-axis is log scale.
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Figure 8: Standard deviation of traffic fluctuations vs the mean

traffic volumes for all the OD pairs (in Mbytes/s).

Coupling these parameters with our estimate for the méary )
we select the standard deviation for OD fl¢iy;) as follows

log Z(i, j) — log ¢

loga(i,j) = S

6. ASSIGNING ORIGIN-DESTINATION
FLOWS TO A TOPOLOGY

In this section we discuss the issue of mapping an unordered set
of values{z(, j)} to particular pairs of nodes in the given topol-
ogy. We first discuss the interplay between a traffic matrix, a topol-
ogy and routing, to illustrate the notion that a traffic matrix can be
well-matched or ill-matched to a topology.

The traffic matrix can influence both the topology and routing,
albeit at different time scales. On a scale of months to years, net-
work operators add capacity in the form of extra links or modify
the logical topology to accommodate increased traffic volumes and
long-term shifts. At the time scale of days to weeks, network opera-
tors modify the routing to accommodate sharper shifts in the traffic
matrix. An extensive amount of work on optimizing both the topol-
ogy and routing matrix for a given traffic matrix is available in the
literature.

The problem we wish to address however is the inverse problem.
Specifically, we wish to assemble a traffic matrix by identifying
an assignment of the synthetically generated rates to OD-pairs in
a topology. We shall henceforth address this problem as the “syn-
thetic traffic placement problem”. Both the topology and routing
influence can affect the traffic matrix. Consider the case of peer-
ing with another network. The choice of the peering point would,
among other things, depend on the available capacity and backup
paths. Also, shortest path routing protocols like OSPF/IS-IS can
influence the matrix by changing the egress point via BGP.

We point out that this particular problem needs to be distin-
guished from that of the traffic matrix estimation problem. In the
traffic matrix estimation problem, the link loads are given as input
data (typically through SNMP), and the task at hand is to infer the
values of the average OD flow rates. Inference is used since this
problem is usually under-constrained even if both the topology and
routing are known. Several techniques have been proposed in the
literature to identify the most satisfactory inference of the traffic
matrix ([1], [18], [3], [5], [8]).- The synthetic traffic matrix map-
ping problem differs from the inference problem in that the OD
flow rates are known, and possibly generated using the distribu-
tion(s) identified in Section 4. The task at hand is to determine
which rates should be assigned to which node pairs, i.e., how to
place them on the topology.

Similarly to the TM estimation problem with known link loads,
there is no “universally” best metric which can quantify the good-
ness of a solution. Instead, to reflect realistic scenarios, one must
construct metrics and constraints that reflect desirable network prop-
erties to measure the performance of a mapping. For example,
some properties which any traffic matrix should satisfy are :

1. The traffic matrix must be feasible. In other words, there
should exist a routing under which the link loads do not ex-
ceed link capacities.

2. The matrix should not be “skewed”, that is, it should not load
any particular link excessively.

We propose two solutions based on different metrics to deter-
mine the mapping for a synthetic traffic matrix. The first method,



termed the Load Minimization Solution uses an Integer Linear Pro-
gram (ILP) to determine the mapping based on optimizing a single
metric. The second method, termed the Ranking Metrics Heuristic

computes a mapping by ranking the OD-pairs based on 3 metrics.
We assume the researcher has available a topology along with link

capacities either generated from tools like [15] and [17] or discov-
ered through tools like [19]. Furthermore, we consider both the
cases when a routing is a priori known, for example, in the form
of OSPF/IS-IS link weights obtained through some tool like Rock-
etfuel, and also when the routing solution is itself variable. The

researcher is not assumed to possess any link load information in

the form of SNMP, Netflow or packet trace data.

6.1 Load Minimization Solution

A unique feature of the placement problem for a synthetic traffic
matrix is that link loads are unknown. This implies that the choice
of how to organize the flow rates into a traffic matrix is impacted by
both feasibility and congestion concerns. A particular placement is

considered feasible if none of the link capacities are exceeded. In

other words, by an appropriate choice of a traffic matrix and rout-
ing, one can minimize congestion (note that the matrix may not

The ILP may now be formulated as :
min 2z

where

K
S =1 ©)
=1
S hu=1 (10)
keK
K
Tk = ZIMRZ (11)
=1
k ko ry  ifu=s(k)
Z Tuv = Z Tuw = { 0 otherwise (12)
vi(v,u)EE vi(u,v)EE
z> Z 2k cun (u,v) € E (13)
keEK
Tuw >0 (u,v)€E, ke (14)

From Eq. (13)z is the maximum link load. Constraints Eq. (9)
and (10) ensure that each traffic ratg is mapped to exactly one

be feasible. We address this issue in a Subsequent SeCtiOn.) Mini'OD_pair rater; and vice versa. Eq (12) are the flow conservation

mizing congestion is a desirable and widely used metric for traffic
engineering. Hence, our first method, the Load Minimization So-

lution, seeks to determine a mapping that tries to achieve this goal.

Our ILP solution will find a solution that meets the capacity con-

equations. The optimal solution of the above integer linear program
gives a rate-to-OD-pair mapping that minimizes congestion.<f

1, the solution yields a feasible mapping, i.e., one that does not
violate any link capacity. If a feasible placement exists our solution

straints if such a solution exists; this partly comes as a consequenceyjj|| find it since we use minimizing congestion as an objective.

of minimizing congestion. For ease of exposition, we define some
terminology below, before presenting the ILP.
The input to the ILP is :

1. The set of uni-directional link& with c...,, the capacity of
link (u,v) € E.

2. The set of OD-pairdC with K = ||K||. Let s(k) represent
the origin node for OD-paik.

3. The set of synthetically generated ra{d® },i = 1,..., K

The output (variables) obtained by solving the ILP are :

. The mapping indicator variablg,; which takes a value of 1
if OD-pair & is assigned the ratg; and O otherwise.

. T%, the rate of OD-paik, which is decided by the mapping
Ikl.

. ¥, is the amount of flow from ODk that traverses link
(u,v). If the k-th flow traverses linKu, v), thenz®, = ry,
when fractional routing isiot supported, or¥, is a portion
of ry, if fractional routing occurs. If flowk does not traverse
link (u,v) thenzk, = 0.

It should be clear that for some sets of OD flow rates no feasible
solution exists. If the results yields > 1, then one must scale
down the traffic matrix to achieve feasibility. Details of scaling are
presented in Section 6.4.

In the case, when a routing is given a priori, the above formula-
tion can be modified by replacing the flavf, by ry - f*,, where
fk, is thefraction of flow & on link (u, v) fixed by the routing.

6.2 Ranking Metrics Heuristic

The Load Minimization heuristic possesses the nice property of
quantifiable performance since it seeks a mapping that minimizes
a common metric. However, the technique possesses several draw-
backs. One, the problem is a Generalized Assignment Problem and
NP-complete. Two, the heuristic tunes the mapping to a specific
routing. Three and most importantly, the heuristic focuses only on
a single metric. In practice, the interplay between traffic matrix,
topology and routing produces a mapping that must satisfy multi-
ple “soft” metrics like low congestion, failure insensitivity etc.

To overcome these drawbacks, we propose a simple heuristic,
the Ranking Metric Heuristic, which takes into account multiple
metrics. The heuristic works as follows. We take thiesamples
of mean OD traffic loads and order them in a list from largest to
smallest. Call thidistl. Next we want to create a list of node
pairs that are ranked according to a metric that gives hints as to
how likely a node pair is to carry a large OD flow. Qist2 orders
the node pairs from most likely to carry a large flow to least likely.
Given two such lists, we simply match them one to one: ithe
traffic volume inlistl is assigned to théh OD pair inlist2. The
last step in our algorithm is to ensure the capacity constraints are
met.

We now define three metrics used to rank the node pairs to create
list2. These metrics should be viewed as guidelines for ordering
node pairs that generate soft constraints rather than hard constraints
on node pair ordering. Our intent is to make use of know-how on
how carriers evolve their backbones. We remind the reader that in



both of our datasets 95% of the traffic load was carried by either This metric uses an inverse because we want one node pair whose
half or one third of the OD flows. Thus it is more important that NFUR metric is higher than a second node pair to be ranked lower
the order among the top half of these two lists be accurate than thebecause we prefer to leave this node pair unattached to large OD
bottom half. In fact the ordering among the small traffic loads and flows in order to reserve it for failures.
small OD pairs might be quite unimportant since it matters little .. .
where tiny flows are placed. 6.3 Heuristic Algorithm

It is reasonable to expect, that nodes with large fanout capac- Our heuristic can now be concisely stated.
ities can support a large amount of traffic and hence act as big _
sinks/sources of traffic, while nodes with limited incoming/outgoing . Order(z)(i, j) from largest to smallest to credtst1.
capacities would contribute only a small amount of traffic. Let 2. Order node pairs according to ranking metri¢ from largest
Fou1(src) denote the fan-out capacity of a source node,Bnddst) to smallest.
denote the fan-in capacity of a destination node. We define our first
ordering metricn, on a pair of nodedv1 and N2 as

A

w

. For all node pairs experiencing ties forl, apply ranking
metricm?2 to break the ties.

m1(N1, N2) = min(Four(N1), Fin (N2)) 4. For all node pairs still tied in their ranking, apply metric3

o to further subdivide the ordering among these pairs.
where N1 refers to the source an¥2 refers to the destination

node. We can order all nodes pairs this way. Clearly this is going >+ ASSIgn itemiist1(7) to node paitist2(i).

to produce a list in which many node pairs have the same value for 6. Route the flows according to the routing matfixand check

the metric. if any link capacities are exceeded. If yes scale down the TM
To disambiguate between node pairs having the same value for according to the method outlined below in Section 6.4 .

ml, we use a second metria2 to create a finer level of ordering. .
A second piece of information obtainable from the topology is the 6.4 Sca“ng
connectivity in terms of number of links, of the node. A node that It is possible that the mapping solution obtained by either of the
has large connectivity is more likely to be a large source/sink than two techniques may be infeasible, that is, it violates some link ca-
a node that is sparsely connected. This classification is motivated pacities. This can happen due to two factors. The first is that the
by the practice carriers follow in the placement of PoPs and the technique itself produces an infeasible mapping (this can only hap-
inter-connectivity amongst them to maintaobustness If a PoP pen for the Ranking Metrics heuristic since the ILP always finds a
is a large source of traffic, it is likely to have large connectivity (to feasible mapping if one exists). The second factor could be that the
other PoPs) so as to prevent disruption of traffic due to link failures. parameters (eg:, o) used in the probability distribution for gener-
Let NL(NN) denote the number of links at nodé Then the value ating the synthetic rates are incompatible with the topology itself.
for a node pair is determined by We now address both these issues.
The first issue can be dealt with in a straightforward fashion by

scaling down the traffic matrix, which also has the added benefit of
h preserving the original spatial traffic rate distribution. The scaling
factor is simply given by the excess congestion on the most loaded
qink. Alternatively, if one does not wish to scale down the traf-
fic rates, we propose a modified form of the ILP formulation that
perturbs the solution obtained by the Ranking Metrics heuristic to
determine if a feasible solution exists. The reader is referred to [21]
for details of the formulation.

Yet another approach would be to apply metrie first and met-
ric m1 second in the above algorithm, and then checking if this
yields an assignment that meets the capacity constraints. We tried
many orderings of these three metrics. In our validation of this
algorithm with the Sprint TM and topology, the ordering of three
metrics as stated above yielded the closest solution to the real TM.

The second potential source of infeasibility are the synthetically
generated rates themselves. They may be ill-matched to the topol-
ogy if the parameter set (eg: ando for lognormal distribution)
is chosen independently of the topology available to the researcher.
The question of what mean and variance (which are usually the in-
dependent variables defining the distribution parameters) to choose
for the traffic rate distribution given a topology is an open question.
It strongly depends on the desired congestion, the routing mecha-

m2(N1, N2) = min(NL(N1), NL(N2))

We point out that we always need to consider the minimum of eac
of the metrics at the source and destination node, because it is th
smaller node that determines the likelihood of the pair to carry a
large OD flows. Also observe that the Load Minimization heuristic
too is influenced by these two metrics, albeit indirectly, since it
seeks to minimize load and hence will typically map large rates to
OD-pairs with large fan-out/fan-in capacity.

We note that the actual numbers produced are not going to lie
in between the numbers produced from metric 1. The numbers
here should be used to produce a finer level of ordering while still
maintaining the order of the previous metric. The actual values
used for this can be adjusted as we move forward in this process.

To further subdivide among node pairs that are still experiencing
ties due to the above two metrics, we use a third metric to create an
even finer level of ordering. This metric is based on routing infor-
mation. Using the routing information (i.e., the matrixdefined
in Section 3.2), we can count the number of OD pairs traversing a
node. The intent here is to capture some transit traffic information
and not the traffic sourced at or destined for this node. We deter-
mine the maximum number of OD flows the node could carry under
all casesof single link failures. LetN FU R(N) denote the Num- . ;

nism etc. and hence has no simple answers.

ber of Flows Under Failure for nodd, i.e., this gives thavorst- As a rule of thumb the mean traffic rate could be chosen to be

casenumber of origin-destination pairs that could traverse a node. equal to the average link capacity (or scaled capacity depending on
This helps us to disambiguate a node that has a large fanout capac: q 9 pacity pacily dep 9

ity which could either belong to a large origin-destination pair or targeted load) divided by the average number of OD-pairs per link

merely act as a support for transit traffic. Our third ordering metric ((_)ve_r all fallpre scena_rlos). The variance COU|d.be. computed in a
is thus given by similar fashion but using the largest link capacity instead. How-

ever, we do not claim these to be definitive methods. Instead, the
1 researcher could choose a mean and variance using this method

m3(N1,N2) = maxz(NFUR(N1), NFUR(N2)) and then scale the distribution based on the mapping solution. For




Node | Fan-Out| Connectivity Worst Case
@% Capacity # Transit OD pairs

1 48 3 60

NI 2 44 6 56

3 2 2 0

4 28 7 20

5 49 6 63

6 8 2 0

7 32 2 24

8 32 2 30

9 64 4 72

10 90 5 38

11 32 2 20

12 32 2 20

Table 5: Three Ranking Metrics per Node
4 units
16 units We now look at some examples of how these metrics work. Ac-
cording to our first metric, we see that nod€s, N2, N5, N9 and

Figure 9: lllustration of an ISP Backbone N10, are likely to be large sinks and/or sources of traffic by virtue

of their large fanout capacity.

. . ) . All of these large nodes, when paired with node 2 will yield
e.g. if the congestion level of the mapping solution from the ILP or the same value fom1; namelym1(N1, N2) = m1(N5, N2) =
Ranking Metrics Heuristic is low, the matrix can be scaled up. m1(N9, N2) = ml(],VlO N2) = 44. ’The metricm2 W7i|| break

Given a target mean and variance for the OD flows, the parame- 5| these ties since it yielljmz(Nl N2) = 3, m2(N5,N2) =
ters for the lognormal distributionu( o) can then be easily from the 6, m2(N9, N2) = 4, m2(N10 Né) _ 5Ieaéing the p:ai(Nl N2)
system of equations below, which relate the Mean and Variance of () pa the hyighest rank among these four pairs. ’

the lognormal random variable with the scale and shift parameters: We notice that two nodesy3 and N6, have zero as their worst

o2 case transit number of OD pairs. If they carry no transit OD pairs,
InMean =+ o this indicates that the fanout capacity is reserved exclusively for
InVariance ~ (o2 + 2u) + o> (15) traffic originating from this node. If we look at the topology in

Fig. 9, we can see that this metric is working properly as nodes n3
6.5 Validation and n6 are not well connected (in terms of capacity) to the rest of
the topology and hence little traffic would be routed through them
during failure. We also notice from the Table that node 9 has the
largest number of transit OD pairs. This is useful for breaking ties
achieved withn1 andm?2 to reduce the load on n9. For example, it
is easy to see that the node pdié7, N8), (N7, N9), (N7, N11),
(N7, N12) will all tie with respect to metricsnl andm?2. Metric

m3 will break these ties and put the flow including node 9 (namely
(N7, N9)) at the bottom of these four.

The Ranking Metric heuristic correctly identified 36 of the top 61
flows (95% of the total bytes) and did not violate any capacity con-
straints. This indicates that simple metrics may work well enough
to produce a TM assignment to a topology that is approximate, but
reasonable, and is likely to avoid very skewed assignments (as ran-
dom assignment could produce).

In order to validate our heuristics, we took the OD flows from
Sprint’s actual TM and scrambled them (i.e., we keep the rates but
disassociate them from particular node pairs). We recomputed their
placement using our two solutions, and compared our placements
to their actual placement in the original Sprint TM. We used the
PoP level topology for Sprint’s European network as shown in Fig-
ure 9. It has 3 classes of links (based on the link speed), which we
have scaled for proprietary reasons. We do showattteal link
weights used for IS-IS routing. Each link actually constitutes a pair
of uni-directional links in either direction but were assumed to have
the same weight setting.

We solved the ILP for the Load Minimization Solution using
CPLEX 7.0 on a Dell 1.2 GHz PowerEdge server. No a priori rout-
ing was assumed. It took 9 hours to produce the optimal placement
in terms of minimizing congestion, indicating that this approach
may be intractable for larger topologies. The placement computed 7. CONCLUSIONS
by the ILP correctly identified 40 of the top 61 OD-pairs that ac- In this paper, we introduced and described the problem of syn-
count for 95% of the traffic, although the actual placement of rates thetically generating traffic matrices. We discussed many issues
differed from the original placement among the 40 OD-pairs. Since involved in TM generation, and presented a first methodology for
the goal is to provide a reasonable placement, we believe that iden-handling this problem. A simple OD flow model that covers both
tifying the location of large OD-pairs is more important than the static and dynamic TMs was included. We described the placement
exact rate assigned ( as long as it is “large”). There were no capac-problem of assigning end-to-end traffic volumes to specific node
ity violations in this solution. pairs, and highlighted why the inter-dependence of topology and

In Table 5 we list the value of our metrics for the Ranking Met- traffic matrices can render this challenging.
rics heuristic on a per-node basis. We do not give them for the node  To the best of our knowledge, this is the first paper to provide
pairs, for ease of exposition, because this would yield a table with some key properties of actual traffic matrix data from large do-
132 rows. Our intent here is merely to illustrate how these ranking mains, that can be used in synthetic TM generation. We found that
metrics end up affecting our ordering. The IS-IS weight setting was the mean rates of OD flows dmtobey a uniform distribution, and
used to compute the metria3. we encourage researchers to avoid this approach. Instead, we dis-



covered that either the lognormal, loglogistic or inverse Gaussian
distributions provide a good distribution to use if one wants to pop-

[7] Gang Liang, Bin Yu, “Pseudo Likelihood Estimation in Nework
Tomography” |EEE Infocom San Francisco, CA, March 2003.

ulate a static TM that can be said to represent at least some realistic [8] A. Nucci, R. Cruz, N. Taft and C. Diot, “Design of IGP Link Weight

traffic matrices. Among these, the lognormal distribution is per-
haps the best, although only marginally so, since it appears more
robust to variations in the fitting procedure. The lognormal distri-
bution was a good fit for the majority, but not all, of the OD flows

Changes for Estimation of Traffic MatriceSEEE Infocom Hong
Kong, China, March 2004.

[9] A. Nucci, B. Schroeder, S. Bhattacharyya, N. Taft and C. Diot, “IGP
Link Weight Assignment for Transient Link Failures’he 18th
International Teletraffic Congress (ITOBermany, September 2003.

when the measured TM had flows diverse enough to span seven[10] A. Soule, A. Nucci, E. Leonardi, R. Cruz, and N. Taft, “How to

orders of magnitude. A distinction between large and small flows

was not needed for the Abilene TM, whose OD flows caallcbe
described by a lognormal distribution.

Our methods provide a more justifiable approach for researchers [11]
in that at least they are based on a some real world datasets; this is

Identify and Estimate the Top Largest Traffic Matrix Elements in a
Changing Environment'Proceedings of ACM Sigmetriddew

York, June 2004.

K. Papagiannaki, N. Taft, and A. Lakhina, "A Distributed Approach
to Measure IP Traffic MatricesProceedings of ACM IMQOctober
2004.

certainly more justifiable than an approach that assumes no knowl- [12] B. Fortz and M. Thorup, “Optimizing OSPF/IS-IS Weights in a

edge (i.e., uniform distributions). We recognize that two datasets
is still a small number of datasets, however the paucity of available
traffic matrix datasets limits this exploration. We thus encourage [13]
the community to try to obtain more traffic matrix measurements
from interesting networks. In addition to ISP and university net-
works, it would be interesting to uncover the statistical properties

of TMs from enterprise networks.

We introduced the problem of constructing a TM to match a

Changing World” IEEE Journal on Selected Areas in
Communicationsvol. 20, no 4., 2002.

A. Feldmann, A. Greenberg, C. Lunc, N. Reingold, J. Rexford and F.
True, “Deriving Traffic Demands for Operational IP Networks:
Methodology and ExperiencelEEE/ACM Transactions on
NetworkingJune 2001.

[14] A. Lakhina, K. Papagiannaki, M. Crovella, C. Diot, E. Kolacyzk,

and N. Taft, "Structural Analysis of Network Traffic Flows”,
Proceedings of ACM Sigmetriddew York. June 2004.

topology, and discussed the notion of a TM being well-matched [15] E. w. Zegura, “GT-ITM: Georgia Tech Internetwork Topology

to a topology. The idea of beingell-matchedcan include hard

constraints (such as guaranteeing no link capacities are exceeded)
and soft requirements (e.g., not assigning large flows to nodes in-
tended for failure recovery). We provided two solutions, an ILP to
formalize a version of the problem that poses link capacities as a
constraint, and targets to minimize the maximum load property in [17]
the objective function. This solution will find a feasible placement,

if one exists. Our second solution uses a heuristic algorithm that

Models (Software)’Georgia Tech
http://www.cc.gatech.edu/fac/Ellen.Zegura/gt-itm/gt-itm/tar.gz,
1996.

[16] A. Gunnar, M. Johansson, and T. Telkamp, "Traffic Matrix

Estimation on a Large IP Backbone - A Comparison on Real Data”,
Proceedings of ACM IMOctober, 2004.

A. Medina, A. Lakhina, |. Matta, and J. Byers, “BRITE: Boston
University Representative Internet Topology Generatddston
University, http://cs-www.bu.edu/brite, April, 2001.

focuses on the softer requirements that come from common carrier [18] A. Soule, A. Lakhina, N. Taft, K. Papagiannaki, K. Salamatian, A.

practices. Both of these solutions were able to correctly identify
that majority of node pairs that can act as hosts for large OD flows.
There are other interesting approaches that could be pursued for
generating realistic OD flow rates. One is to make use of the grav-
ity model, or information theoretic approach, discussed in [5]. An-

Nucci, M. Crovella, and C. Diot, "Traffic Matrices: Balancing
Measurement, Inference and Modelin§tpceedings of ACM
Sigmetrics Banf, Canada, June, 2005.

[19] N. Spring, R. Mahajan and D. Wetherall, “Measuring ISP topologies

with RocketFuel” Proceedings of ACM SIGCOMM 200Rittsburgh
PA, August, 2002.

other would be to build upon the properties of the traffic fanout be- [20] john A. Rice, "Mathematical Statistics and Data Analysis”,

havior of nodes as outlined in [11]. The time series OD flow mod-
eling employed in [16] could prove useful for generating dynamic
TMs. The true objective of the placement problem is to reproduce
the placement of OD flows found in actual TMs. This is hard to
quantify and thus future research for this problem could focus on
identifying better metrics to capture the "match” between a traffic

matrix and a topology.
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